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10 information recej 



sending to) the sender from the server through the internet a copy of the message and the 
/ed by the server from the agent. 



85. A method as set forth in claim 84 wherein 



^ the indication Reived by the server through the internet from the agent includes an 

identification of the agtjnt and any transfer agent through whom the message has passed between the 



server and the agent. 



86. A method as set forth in claim 84 wherein 
the serverlidentifies any attachment to the message and wherein 
i(j the identi^ of the attachment received by the server through the 
wherein 




internet from the agent and 



the serveJsends to the sender through the internet a copy of the attachment received from the 



agent. 



87. A: 



a digital ingerp 



sequence and is 



ithod as set forth in claim 84 wherein 

irint of the message is provided at the server by a plurality of digits in a unique 



sent by the server to the sender. 
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88. A method 



< s set forth in claim 84 wherein 



the encrypted messagi 



the server creatls a message digest of the message and encrypts the message digest and sends 



digest to the sender through the internet with the message, the identification 



and e-mail address oflthe server and the identity of the sender. 



<0 



89. A method as set forth in claim 84 wherein 

the message dasses from the server to the agent through at least one mail transfer agent and 



wherein 

the agent ira 
the at least one raai 

the server includes 
mail transfer agent 



ludes, in the information transmitted to the server, the identity and address of 
transfer agent and wherein 

in the information transmitted to the sender the identity of Hie at least one 
eceived by the server from the agent 




90. A method of transmitting a message through the internet from a sender to a recipient 
through a sen er displaced from the recipient, including the steps at the server of: 
receivi ng the message at the server from the sender, 
transrr itting from the server through the internet to an agent the message and the identity and 
internet addre is of the server and an indication representing the identity of the sender, 

receivi ng at the server from the agent a handshaking and delivery history of the message from 
the server to t ie agent, and 
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iittink> 



transmittin » from the server to the sender through the internet the message, a digital 
\ signature, include g a digital fingerprint, of the message and the handshaking and delivery history 



10 of the message rec 



ived from the agent. 



91, A meth 3d as set forth in claim 90 wherein 

the server r stains a copy of the digital signature of the message and the handshaking and 
delivery history of the message, but not a copy of the message unless requested to do so by the 
sender , after the sei ver transmits to the sender through the internet the message, the digital signature 
the handshaking and delivery history of the message. 



of the message am 



92. A mettfod 
the server rttains 
from the agent and 

when the 
the server matches 
to the message with 



as set forth in claim 90 wherein 
a copy, except for the message, of the information received by the server 
sent to the sender and wherein 

wishes to authenticate that the message was sent by the server to the agent, 
information, except for the message, sent by the server to the sender relating 
the information retained by the server relating to the message. 



sender 



re 



93. A method as set forth in claim 90 wherein 
K(J the message includes an attachment and wherein 

the server receives the attachment from the sender and wherein 
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the server transmits the attachment to the agent at the same time that the sender transmits the 
message to the agent and [wherein 

the server received from the agentthe attachment at the same time that itreceives the message 
and the handshaking and) delivery history of the message from the agent and wherein 

the server transmits the attachment and a digital signature, including a digital fingerprint, of 
the attachment to the sehder at the same time that it transmits the digital signature of the message 
to the sender. 



\ 



94. A method As set forth in claim 90 wherein 

the message is transmitted from the sender to the agent in an individual one of a variety of 
recognized header fon nats and wherein 

the server receives from the agent the digital signature of the message and the handshaking 
and delivery history o Fthe message with the header formed in the individual one of the variety of 
recognized header for nats. 

95. A method as set forth in claim 90 wherein 

the server reqi ests a delivery status notification from the agent relating to the message when 
it transmits the messs ge to the agent and wherein 

the server rec< ives the delivery status notification from the agent when it receives the digital 
signature of the mess age from the agent. 
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96. A rrfethod as set forth in claim 90, including the step at the agent of: 

indicating the delivery status of the message from the server in the transmittal from the agent 
to the server through the internet. 

97. A metho I as set forth in claim 93, including the steps at the sender of: 
receiving froiji the server through the internet, at the same time as the receipt of a copy of the 

message to the ageht from the server, a copy of any attachment to the message and a digital 
signature, including a digital fingerprint, of the attachment, and 

providing »r a transmittal from the agent to the server through the internet of the digital 
signature, includirjg the digital fingerprint, of the attachment at the same time as the transmittal of 
the message from pe agent to the server. 




98. In a rrjethod of transmitting a message through the internet from a sender to a recipient 

through a server displaced from the recipient, the steps at the server of: 
receiving the message at the server from the sender, 
generating a hash constituting a synopsis of the message in coded form, 
encryptirjg the hash with a particular encryption code to generate a digital fingerprint of the 

message, and 

transmirjing the message and the digital fingerprint of the message through the internet to the 

sender. 
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15 



ft 



99, In a method is set forth in claim 98, the steps at the server of: 

generating, for toy attachment to the message, a hash constituting a synopsis of the 
attachment in coded fot m, 

encrypting the h ish with aparticular encryption code to generate a digital fingerprint of the 
attachment, and 

transmitting the ittachment and the digital fingerprint of the attachment to the sender through 
the internet at the same time that the message and the digital fingerprint of the message are 
transmitted from the se rver to the sender through the internet. 

100. In a method as set forth in claim 98, the steps at the server of: 

transmitting to an agent for the recipient through the internet the identity of the sender and 
the identity and intern* t address of the server at the same time that the server transports to the agent 
the message through tl e internet; and 

receiving from the agent through the internet, the name of the sender, the name and internet 
address of the server and the identity and internet a4dress of the agent. 



101. In ametho< 

transmitting to ax 
the identity and internet 
the message through the internet; 

204242.2 
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agent for the recipient through the internet the identity of the sender and 
idress of the server at the same time that the server transports to the agent 
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receiving from t le agent through the internet the name of the sender, the name and internet 
address of the server arid the identity and internet address of the agent; and 

receiving from jhe agent through the internet the digital fingerprint of the attachment at the 
same time that the sen/er receives the digital fmgerprint of the message through the internet 



102. In a method as set forth in claim 100, the steps at the server of: 
storing at the ierver the digital fingerprint of the message, the name of the sender, the identity 
. and internet address/of the server and the identity and internet address of the agent, and 
rip transmittingto the sender for storage by the sender the digital fingerprint of the message, the 

5 name of the sendef, the identity and internet address of the server and the identity and internet 
address of the agent. 



103. In a nSethod as set forth in claim 101, the steps of: 

storing at t$e server a digital fingerprint of the message, the name of the sender, the identity 
and internet address of the server and the identity and internet address of the agent, 

at the server to the sender for storage by the sender a digital fingerprint of the 
of the sender, the identity and internet address of the server and the identity and 
the agent, 

e server a digital fingerprint of the attachment, and 



transmittin; 
message, the name 
internet address of 

storing at tf 
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transmitting 
digital fingerprint of 
the server transmits 
identity of die sends 
address of the agent 




104. In a 
sending at tt 
from the sender witl 



1 1 the server through the internet to the sender, for storage by the sender, the 
the attachment, as received by the server from the agent, at the same time that 
t o the sender through the internet the digital fingerprint of the message and the 
and the identity and e-mail address of the server and the identity and internet 
all as received by the server from the agent. 



105. In a 



nethod as set forth in claim 1 02, the step of; 

server to the sender through the internet the message received by the server 
an appendage of the digital fingerprint of the message for storage by the sender. 



method as set forth in claim 103, the step of: 
sending at t le server to the sender through the internet the message received by the server 
from the sender wi h an appendage of the digital fingerprint of the message for storage by the sender. 

1 06. In £ method of transmitting a message through the internet from a sender to an agent 
for the recipient th 'ough a server displaced from the agent, the steps at the server of: 
receiving ti e message at the server from the sender, 

generating i hash constituting a synopsis of the message of the message in encoded form, 

encrypting he hash with a particular encryption code to generate a digital fingerprint of the 
message, 
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7><<j 



transmitting the jnessage and the identity of the sender and the identity and internet address 
of the server through wz internet from the server to the agent, 

receiving at the/server through the internet any transmission through the internet from the 
agent concerning the rtessage from the sender, and 

determining th* transmission received by the server from the agent, or from the lack of any 
reception by the serve*- through the internet from the mail transport authority, the delivery status of 
the transmission by tHe server to the agent and the delivery status of any delivery of the message by 
the agent to the recipient. 

107. In a method as set forth in claim 106, the steps at the server of: 
periodically/examining the delivery status of the message transmitted to the agent and the 
delivery status of jny delivery of the message by the agent to the recipient, and 

transmittiite the message and the digital fingerprint of the message and the identity of the 
sender and the identity and internet address of the server through the internet to the sender with an 
indication of the delivery of the message to the agent when the server determines from the periodic 
examination that the message has been delivered to the said transport agent. 

i 08. Ar lethod of transmitting a message through the internet from a sender to an agent for 
a recipient through a server displaced from the agent, including the steps at the server of: 
receiving the message at the server, 
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providing a cfigital fingerprint of the message, 

transmitting through the internet to an agent of the recipient the message and the identity of 
the sender and the ipentity and the internet address of the server, 

receiving thfe identity and internet address of the agent and the identity of the sender and the 
identity and intemfet address of the server, and 

providing ip the sender the information received by the server from the agent and the digital 
fingerprint of the ftnessage. 



i 



109. A ritethod as set forth in claim 108, including the steps at the server of: 

providini ; to the sender the message at the same time as the provision of the digital fingerprint 



of the message 



retainm 



1 o the sender, and 

the information provided to the sender but discarding the message provided to the 



sender. 



U 0. A method as set forth in claim 1 08, including the steps at the server of: 

providii g an indication of the date and time of the reception of the identity and internet 

address of the ; gent and the identity of the sender and the identity and the internet address of the 

server from the agent, and 

providin* to the sender the indication of the date and time of the reception of the digital 
fingerprint from the agent. 
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I 11 . A metjhod as set forth in claim 1 08, including the steps at the server of: 

receiving from the sender a copy of the message provided by the server and a copy of the 

digital fingerprint/of the message and the identity and internet address of the agent and the identity 

of the sender and/the identity and internet address of the server, and 

comparing the digital fingerprint of the message and the identity and internet address of the 

agent and the identity of the sender and the identity and internet address of the server, all as received 

firom the sender Jand the identity and internet address of the agent and the identity of the sender and 



the identity anc 
fingerprint of tl 



internet address of the recipient, all as provided by the server, and the digital 
e message at the server, and 
authenti sating the message received from the sender on the basis of the comparison provided 
at the server. 



\ 



112. Almethod 
forminj 
message and tqen 



as set forth in claim 108, including the steps at the server of: 
at the server the digital fingerprint of the message by providing a hash of the 



encrypt; ng the hash of the message. 



U3. 
providin, 



method as set forth in claim 108, including the steps at the server of: 
a digital fingerprint of an attachment to the message, 
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transmitting to the agent the attachment at the same time as the transmittal of the message, 



and 



5 transmitting td the sender the digital fingerprint of the attachment at the same time as the 

transmission of the digital fingerprint of the message. 




1 14. A method as set forth in claim 1 12, including the steps at the server of: 

providing an/indication of the date and time of the reception of the message from the agent, 



and 



providing to the sender the indication of the date and time of providing to the server the 
digital fingerprint/of the message from the agent at the time of providing to the sender the digital 
fingerprint of the/message, 

providindto the sender the message at the same time as the provision of the digital fingerprint 
of the message tp the sender, and 

retaining the information provided to the sender but discarding the message provided to the 

sender, 

providing a digital fingerprint of an attachment to the message, 
transmitting to the agent the attachment at the same time as the transmittal of the message, 
transmitting to the sender the digital fingerprint of the attachment at the same time as the 



transmission 



204242.2 



of the digital fingerprint of the message, 



13 



Received from < 31 0 824 9696 > at 6/1 1102 3:08:48 PM [Eastern Daylight Time] 



Sent by: FULWIDER L . A. 



310 824 9696; 



06/11/02^:59AM;j£tQa_#767;Page 20/62 



15 



20 



Application No. 09/626,577 
Attorney Docket No. RPOST-57228 



PATENT 



1 



comparing 
agent and the idem 



receiving Horn the sender a copy of the message provided to the sender and a copy of the 
digital fingerprint if the message and the identity and internet address of the agent and the identity 
of the sender and i he identity and internet address of the server, 

the digital fingerprint of the message and the identity and internet address of the 
ity of the sender and the identity and internet address of the server, all as received 
from the sender, ahd the digital fingerprint of the message and the identity and internet address of 
the agent and the Identity of the sender and the identity and internet address of the recipient, all as 
provided by the dbrver, and 

authenticating the message received from the sender on the basis of the comparison provided 
by the server. 

115. Iria method of transmitting a message through the internet from a sender to an agent 
for a recipient fthrough a server displaced from the recipient, the steps at the server of: 

providing at the server a digital fingerprint of the message, 

storing at the server the digital fingerprint of the message, and 

transm itting to the sender the message and the digital fingerprint of the message for storage 
by the sender. 

\ 
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116. In ame(thod 
discarding the 
message to the sender 



as set forth in claim 1 1 5, the step at the server of: 
thessage after the transmission of the message and the digital fingerprint of the 



receiving from 
comparing the 



117. In a met! od as set forth in claim 1 16 the steps at the server of: 



the sender copies of the message and the digital fingerprint of the message, 
digital fingerprint of the message from the sender and the stored digital 
fingerprint of the message, and 

authenticating the message on the basis of the results of the comparison. 



10 



118. In am 



providing at 



message at the serv sr, the identity of the sender and the identity and internet address of the server 



and the address and 

the agent, 

storing at thfe 
transmittinf 



tod as set forth in claim 1 15, 

the server, at the same time as the provision of the digital fingerprint of the 



internet address of the mail transport agency, all as received by the server from 



server the information received by the server from the agent, and 
to the sender the identity of the sender, the identity and internet address of the 
server and the identity and internet address of the agent, all as received by the server from the agent, 
at the same time as the transmission of the message and the digital fingerprint of the message to the 



sender. 
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119. In a method as set forth in claim 1 1 5, the steps at the server of: 

storing at the seiker the digital fingerprint of the attachment of the message, and 

transmin ing to tHe sender, at the same time as the transmission of the message and the digital 

fingerprint of the message, the attachment and the digital fingerprint of the attachment as received 

by the server. 



120. In a metllod as set forth in claim 1 19, the steps at the server of: 

receiving from the sender copies of the message and the attachment and the digital 

fingerprints of the message and the attachment, and 

respectively fcomparing the digital fingerprints of the message and the attachment and the 

stored digital fingetprints of the message and the attachment to authenticate the message and the 

attachment on the basis of this comparison. 



121. Ina 



storing at 



lethod as set forth in claim 1 19, the steps at the server of 



the server, at the same time as the provision of the digital fingerprints of the 
message and the (attachment at the server, the identity of the sender and the identity and internet 
address of the sej ver and the address and internet address of the agent, all as received by the server 
from the agent, 

transmitting to the sender the identity of the sender, the identity and internet address of the 
of the sender, and the identity and internet address of the agent, all as received 

16 



server, the identify 
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and the digital fingerpj 



by the server from the a ;ent, at the same time as the transmission of the message and the attachment 



it of the message and the attachment to the sender. 



\ 



10 



122. A method pf transmitting a message through the internet from a sender to an agent for 
a recipient through a sArver displaced from the agent, including the steps of 
providing the message from the sender at the server, 

providing at tha server a digital fingerprint of the message and the identity of the sender and 
the identity and internet address of the server, 

transmitting to/the agent the message and the identity of the sender and the identity and the 
internet address of th$ server, 



providing at 
transmittal from the 
and interest address 



he agent an indication of the status of the reception at the agent of the 
s srver to the agent of the message and the identity of the sender and the identity 
of the server, and 

transmitting t j the server from the agent the identity and internet address of the agent and the 
status of the receptio * at the agent of the message and the identity of the sender and the identity and 
internet address of t le server. 



1 23. A metliod as set forth in claim 122, including the steps of: 
providing ai the server a digital fingerprint of an attachment to the message, 
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transmitting the attachment to the agent at the same time as the transmittal of the message 
to the agent, 

^5 providing ht the agent the status of the reception of the attachment at the same time as the 

^ ^ provision at the afeent of the status of the reception of the message, and 

<2? f 

/V V, transmitting to the server from the agent the status of the reception of the attachment at the 

Ji/ same time as the transmittal to the server from the agent of the status of the reception of the message. 



\ 



1 24. A method as set forth in claim 122 wherein 

the digit il fingerprint of the message includes a digital digest of the message and an 
encryption of th s digital digest. 



the agenjt 
the agent to the 



125, A piethod as set forth in claim 122 wherein 

includes in the transmission to the server the date and time of the transmission by 



server. 




4/ the identity of t! 
internet address 



204242.2 
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< f the agent and the status at the agent of the reception at the agent of the message. 
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127. A method as set forth in claim 122 wherein 

the delivery status of the message at the agent includes at least one of the following: (a) 
DELIVERED, (b) RELAYED, (c) DELIVERED-AND-WAITING FOR DELIVERY STATUS 
NOTn ? ICATIONpSN),(d)DELIVERED-TO-MAILBOX 1 and (e) FAILED, UNDELIVERABLE. 

j£ 128. A method as (set forth in claim 122 wherein 

the digital fingerprint of the message includes a digital digest of the message and an 
encryption of the digital digest, 

the agent includes the date and time of the transmission by the agent to the server, and 
the server transacts to the sender the message and the digital fingerprint of the message and 
the identity of the sender and the identity and internet address of the server and the identity and 
internet address of the agent and the status at the agent of the reception at the agent of the message 
and the digital fingerprint of the message, 

the delivery status of the message at the agent includes at least one of the following: (a) 
DELIVERED, (b) RELAYED, (c) DELIVERED-AND-WAITING FOR DELIVERY STATUS 
NOTIFICATION (DS V), (d) DELIVERED-TO-MAILBOX, and (e) FAILED, UNDELIVERABLE. 



129, Ametho 
providing at 



tie 



as set forth in claim 128, including the steps of: 

server a digital fingerprint of an attachment to the message. 
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transmitting 



he attachment to the message to the agent at the same time as the transmittal of 



the message to the a gent, 



providing at 



he agent the status of the reception of the attachment at the same time as the 



provision at the agent of the status of the reception of the message, and 



transmitting 



o the server from the agent the status of the reception of the attachment at the 



130. Ametfod 



same time as the trai smittal to the server from the agent of the status of the reception of the message, 



tie 



a recipient through 
providing at 
the identity and inteijnet 

transmitting 
internet address of tfie 
[from 



10 



receiving 
server and the identity 
reception of the 

transmitting 
agent relating to the message. 



: mes ;age 



of transmitting a message through the internet from a sender to an agent for 
server displaced from the agent, including the steps at the server of: 
server a digital fingerprint of the message and the identity of the sender and 
address of the server, 
o the agent the message and the identity of the sender and the identity and 
server, 

the agent the identity of the sender and the identity and internet address of the 
and internet address of the agent and an indication of the status of the 
at the agent, and 

the sender the message and the information received by the server from the 
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131. A method as set forth in claim 130, including the steps at the server of: 
^t the server a digital fingerprint of an attachment to the message, 
to the agent the attachment at the same time that the message is transported to 



providing 
transmittin 
the agent, 



receiving 
time that the server 
and 

transmittii 



and the informati 



om the agent the status of the reception at the agent of the attachment at the same 
receives from the agent the status of the reception at the agent of the message, 



g to the sender the attachment and the information received by the server from the 
agent relating to 1 ae attachment at the same lime that the server transmits to the sender the message 



\n received by the server from the agent relating to the message. 



132. A met! od as set forth in claim 130 wherein 



the delivery 
DELIVERED, (fa) 



status of the message at the agent includes at least one of the following: (a) 
LAYED, (c) DELIVERED-AND-WAITING FOR DELIVERY STATUS 



NOTIFICATION (DSN), (d) DELIVERED-TO-MAILBOX, and (e) FAILED, UNDELIVERABLR 



133. A method as set forth in claim 130 wherein 

the server receives from the agent the date and time of the transmission by the agent to the 
server of the statt s of the reception of the message at the agent and wherein 
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the server transmits 
status of the reception 
sender the status o 



>f p 



its to the sender the date and time of the transmission by the agent of the 
by the agent of the message at the same time that the server transmits to the 
e reception by the agent of the message. 




134, A 
the servfer 
the status of ttof 



method as set forth in claim 1 33 wherein 
also transmits to the sender the date and time of the transmission to the sender of 
reception by the agent of the message. 



\ 1 35. A method as set forth in claim 1 34 wherein 



the serve|does not store the message after it transmits the message to the sender. 




136. A method as set forth in claim 134 wherein 



the server 



ransmits to the sender the identity of the sender and the identity and internet 
address of the serV er at the same time that it transmits the message and the digital fingerprint of the 
message to the sei der and wherein 

the server stores the identity of the sender and the identity and the internet address of the 
server and the dig tal fingerprint of the message and wherein 

the server fompares the stored identity of the sender and the identity and the internet address 
of the server, all as stored by the server, and the identity of the sender and the identity and the 
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internet address of the sjerver, all as received by the sender, to authenticate the message transmitted 
1 0 from the server to the sender. 



10 



137. A methofl as set forth in claim 134 wherein 

the server transmits to the sender the identity and internet address of the agent and the status 
of the reception off the message, all as received by the server from the agent, and the digital 
fingerprint of the message and wherein 

the server stores the identity and internet address of the agent and the status of the reception 
of the message received by the agent, all as received by the server from the agent and the digital 
fingerprint of the message, and wherein 

the server compares the stored identity and internet address of the agent and the status of the 
reception of the message and the digital fingerprint of the message with the identity and internet 
address of the igent and the status of the reception of the message and the digital fingerprint of the 
message all as freceived by the sender from the server, to authenticate the message transmitted from 
the server to tl e sender. 

1 38. A method as set forth in claim 136 wherein 

the server does not store the message after it transmits the message to the sender and wherein 



204242.2 



23 



Received from < 310 824 9696 > at 6/1 1/02 3:08:48 PM [Eastern Daylight Time] 



Sent by: FULWIDER L.A. 



310 824 9696; 



06/1 1/02^fc 02PM ;j£t£RL#767; Page 30/62 



10 



Application No. 09/626.577 
Attorney Docket No. RPOST-57228 



PATENT 



the server transmits to the sender the identity and internet address of the agent and the status 
of the reception oft] le message received by the agent, all as received by the server from the agent, 
and the digital fingt rprint of the message, and wherein 

the server st< >res the identity and internet address of the agent and the status of the reception 
the digital fingerprint of the message received by the agent, all as received by 
agent, and the digital fingerprint of the message and wherein 



of the message and 
the server from the 



the server compares the stored identity and internet address of the agent and the status of the 
reception of the irfcssage and the digital fingerprint of the message with the identity and internet 
address of the agejrt and the status of the reception of the message and the digital fingerprint of the 
message, all as received by the sender from the server, to authenticate the message transmitted from 
the sender to the server. 

1 39. A method of authenticating a message transmitted through the internet from a sender 
to a recipient thrfcugh a server displaced from the recipient, including the steps at the server of: 

transmitting to the sender the message and a digital fingerprint of the message, and a status 
of the reception 4>f the message by an agent for the recipient, 

storing the digital fingerprint of the message at the server and the status of the reception of 



the message by i 



receiving rom the sender the digital fingerprint of the message and the status of the reception 



of the message bj 

204242.2 



e agent, 



the agent, and 
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comparing the stored digital fingerprint of the message and the digital fingerprint of the 
1 0 message as received by the £erver from the sender to authenticate the message transmitted from the 
server to the sender. 



5 



140. A method as/set forth in claim 139 wherein 

the server stores the information transmitted by the server relating to the status of the 
reception of the message) and the digital fingerprint of the message but does not store the message 
and wherein 

the server compares the information stored by the server, and the information provided by 
the sender, relating to the status of the reception by the agent of the message, and the digital 
fingerprint of the message, to authenticate the message transmitted by the server to the sender. 



141 * A method as set forth in claim 1 39 wherein 

the server transmits to the sender the identity of the sender and the identity and internet 
address of the server, Ml as transmitted by the agent to the server and wherein 

the server stores the identity of the sender and the identity and internet address of the server, 
all as transmitted by the agent to the server and wherein 

the server cor lpares the information stored by the server, and the information provided by 



the sender, relating tc 
to authenticate the tr 

204242.2 



the identity of the sender and the identity and information address of the server 
essage transmitted by the server to the sender. 
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15 



1 42. A method of authenticating a message transmitted through the internet from a sender 
to an agent for a recipient through a server displaced from the agent, including the steps of: 

transmitting t<£ the sender the message and a digital fingerprint of the message and a status 
of a reception by an agent for the recipient of the message, 

storing the digital fingerprint of the message at the server, and 

comparing trfe stored digital fingerprint of the message and the digital fingerprint of the 
message transmitted to the sender to authenticate the message transmitted from the server to the 
sender. 



\ 143. The method as set forth in claim 142 wherein 



the server do^s not store the message after it transmits the message to the sender. 



<0 




144. A! 
the serve 



method as set forth in claim 142 wherein 

transmits to the sender the identity of the sender and the identity and internet 



address of the se rver at the same time that it transmits the message and the digital fingerprint of the 
message to the \ 



ender and wherein 

5 the server stores the identity of the sender and the identity and the internet address of the 

server at the sar le time that it transmits the message and the digital fingeiprint of the message to the 
sender and wfc rein 
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10 



i 



the server receives from the sender the identity of the sender and the identity and internet 
address of the server land wherein 

the server compares the identity of the sender and the identity and the internet address of the 
server, all as receivep by the server from the sender, with the stored identity of the sender and the 
stored internet address of the server to authenticate the message transmitted from the server to the 
sender. 

145. A jAethod of transmitting a message through the internet from a sender to an agent 
for a recipient through a server displaced from the agent, including the steps at the server of, 

receiving the message from the sender, 

transmittii \g to the agent the message and a fictitious return address identifying the message, 
the sender and th s recipient, 

receiving from the agent the fictitious return address identifying the message, the sender and 
the recipient, ant 

identifyii g the message transmitted from the server to the agent and received by the server 
from the agent a [id identifying the message, the sender and the recipient. 

1 46. A method as set forth in claim 1 45 wherein 

the servei transmits to the sender the fictitious return address received by the server from the 
agent and identif /ing the message, the sender and the recipient for return by the sender and wherein 

304242.2 
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fictitious return addi 



the server stofes the fictitious return address received by the server from the agent and 
5 identifying the message, the sender and the recipient. 



147. A method as set forth in claim 146 wherein 

the server tra ^smits the message to the sender at the time that it transmits to the sender the 
i ess received by the server from the agent and identifying the message, the sender 
and the recipient and wherein 

the server dpes not retain the message after it transmits the message to the sender. 



1 48. A ifaethod as set forth in claim 1 45 wherein 

the recipient is one of a plurality of recipients receiving the message from the server and 



wherein 



the fictitious return address identifies the recipient from among the recipients in the group. 



149 

the 

the fictitidus 



f messa je 



A| method as set forth in claim 145 wherein 
has an attachment and wherein 

return address also identifies the attachment to the message. 



\ 
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1 50. A rr ethod as set forth in claim 146 wherein 

the server tr tfismits the message to the sender at the time that it transmits to the sender the 
fictitious return add ress received by the server from the agent and identifying the message, the sender 
and the recipient ai id wherein 

the server d >es not retain the message after it transmits the message to the sender and wherein 
the recipient is one of a plurality of recipients receiving the message from the server and 
wherein 

the fictitious return address identifies the recipient from among the recipients in the group 
and wherein 

the message has an attachment and wherein 

the fictitii )us return address also identifies the attachment to the message. 

151. In a method of identifying a sender's message transmitted from a server to an agent 
for a recipient, t le steps at the server of: 

transmitt ng to the sender a fictitious return address received by the server from the agent and 
identifying the n lessage, the sender and the receiver, 



storing in 
receiving 



the server the fictitious return address transmitted by the server to the sender, and 
rom the sender the fictitious return address transmitted by the server to the sender, 



and 
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comparing the/fictitious return address provided by the sender and the fictitious return address 
stored in the server to authenticate the message provided by the sender. 

152* In a it ethod as set forth in claim 151 wherein, 

the server tra ismits to the sender the message at the same time that it transmits the fictitious 
return address to the sender and wherein 

the server dc es not retain the message after it transmits the message to the sender. 

153. In a method as set forth in claim 151 wherein 



(fj the recipien 

server and wherein 
the fictitiouk 



5 receiving the messz ge. 



is an individual one of a plurality of recipients receiving the message from the 



return address identifies the individual one of the recipients in the group 



154. In a tnethod as set forth in claim 151 wherein 
the message has an attachment and wherein 
the fictitiouk return address identifies the attachment to the message. 



204242.2 



30 



Received from < 310 824 9696 > at 6/1 1/02 3:08:48 PM [Eastern Daylight Time] 



Sent by: FULWIDER L . A. 



310 824 9696; 



06/1 1/02^fc: 04PM; JfiiEaa_#767; Page 37/62 



Application No, 09/626.577 
Attorney Docket No. RPOST-57228 



PATENT 



155. In a methop as set forth in claim 152 wherein 

the recipient is an individual one of a plurality of recipients receiving the message from the 
server and wherein 

the fictitious return address identifies the individual one of the recipients in the group 
receiving the message and wherein 

the message has an attachment and wherein 
the fictitious refum address identifies the attachment to the message. 



156. Amel 
for a recipient through 

receiving frOTp 
message and the i 

providing for 
message and the iden 
and internet address 



od of transmitting a message through the internet from a sender to an agent 
a server displaced from the recipient, including the steps at the agent of: 
the server though the internet the message and a digital signature, of the 
identity of the sender and the name and internet address of the server, and 

a transmittal to the server through the internet the digital signature of the 
ity of the sender and the name and internet address of the internet and the name 
>f the agent 



157. A method 
indicating in 
been delivered by the 



as set forth in claim 156, including the step at the agent of: 
transmittal from the agent to the internet whether or not the message has 
agent to the recipient. 



tie 
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158. A metl od as set forth in claim 156, including the step at the agent of: 
indicating in tl ie transmittal from the agent to the internet that the message and the digital 

signature, of the message and the identity of the sender and the name and internet address of the 
server have been sent >y the agent to another agent for delivery to the recipient. 

1 59. A met lod of providing a delivery at a first server of an electronic message from the 
first server to a destii ation address, including the steps of: 

receiving at tf>e first server an electronic message from a message sender for routing to the 
destination address,] 

transmitting the electronic message to a destination server for the destination address and 
transactions betwedn the first server and the destination server receiving the message via a protocol 
selected from a grohp consisting of an SMTP and an ESMTP protocol, 

recording atjthe first server the transactions between the first server and the destination server 
in the selected onefof the protocols. 



160. A method as set forth in claim 159, including the steps of; 

including in the transaction between the first server and the destination server the identity of 
the sender, the identity and internet address of the first server and the identity and internet address 
of the destination (server. 
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161, Amethoc 



including, in the 



as set forth in claim 159, including the steps of: 



providing transac ions between the first server and the sender, 



sactions between the first server and the sender, a digital fingerprint of 



the electronic message from the message sender. 




162. A method as set forth in claim 159, including the step of: 

recording, in the transactions between the first server and the destination server, the time for 
the sending of the message from the first server to the destination server and the time for the receipt 
of the message by thp destination server. 

1 63. A mfcthod as set forth in claim 160, including the steps of: 
providing tr ansactions between the first server and the sender, and 

including, i i the transactions between the first server and the sender, a digital fingerprint of 
the electronic mess age from the sender, and 



recording, ii i 



the sending of the nLessage from the first server to the destination server and the time for the receipt 



of the message by 



the transactions between the first server and the destination server, the time for 



he destination server. 
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1 64. A metho i as set forth in claim 1 59, including the step of: 

including in the transaction between the first server and the destination server the status of 
the delivery of the mesiage from the destination server to the recipient. 



1 65 . A method as set forth in claim 1 59, including the step of: 

receiving at the first server a delivery status notification relating to the status of the delivery 

of the message to the destination server and the delivery of the message from the destination server 

to the recipient. 
\ 

166. In a njethod of verifying at a first server a delivery of an electronic message to a 
destination server fori a recipient, the steps of: 

transmitting tpe electronic message from the first server to the destination server through a 
transaction betweenjthe first server and the destination server via a protocol selected from the group 
consisting of an SMTP protocol and an ESMTP protocol, 

recording at he first server the transactions between the first server and the destination server 
in the selected one >f the protocols, and 

transmitting to the sender the transactions between the first server and the destination server 
in the selected one )f the protocols. 
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PATENT 



transmitth g from the first server to the sender a copy of the message at the time of the 



transaction of the 



first server and the destination server in the selected one of the protocols. 





1 68. In a meth >d as set forth in claim 166, the step of: 

destroying the message at the first server after the transmission of the copy of the message 
in the selected one of the protocols by the first server to the destination server. 

1 69. In a method as set forth in claim 166, the steps of: 
recording at the/first server a digital fingerprint of the message, and 

transmitting the digital fingerprint of the message from the first server to the sender at the 
time of the transrnissu >n of the selected one of the protocols from the first server to the sender. 

1 70. In a m sthod as set forth in claim 169, the steps of: 

transmitting f\om the first server to the sender a copy of the message at the time of the 
; server and the destination server in the selected one of the protocols, and 
message at the first server after the transmission of the copy of the message 



transaction of the firs 
destroying the 



in the selected one of the protocols by the first server 10 the destination server. 
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transmitting 



PATENT 



between the first server and the destination server the name of the sender, the 
jjT name and address of] the first server and the name and address of the destination server and the time 
of the receipt of the [message by the fust server. 



'ijj^j 1 72, Tfi a method as set forth in claim 166, the step of: 

^ receiving at the first server a delivery status notification indicating the status of the delivery 
of the message! from the first server to the destination server and the time of the transmission of the 
delivery status notification by the destination server to the first server. 




4 



1 73. I; i a method of verifying at a first server a message received by the first server from 
a sender and trai ismitted by the first server to a destination server for a recipient, the steps of: 

recordinj : at the first server transactions between the first server and the destination server 
relating to the m sssage from the sender, the transactions between the first server and the destination 
server being pro /ided via a protocol selected from the group consisting of a SMTP protocol and an 
ESMTP protocc I 

transmitting from the first server to the sender the message and the transactions between the 
first server and the destination server via the selected one of the SMTP protocol and the ESMTP 
protocol, and 
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10 comparing at /the first server the recorded transactions and the transactions previously 

transmitted from the/first server to the sender and subsequently provided by the sender to the first 
server, thereby to aifthenticate the message transmitted by the first server to the sender when there 
is a correspondence! in the comparison. 



174. In a method as set forth in claim 173, the step of: 

transmitting with the message from the first server to the sender a digital fingerprint of the 
message at the same time that the first server transmits to the sender the transactions between the 



Ijj first server and the destination server via the selected one of the SMTP protocol and the ESMTP 
protocol. 



175. In h method as set forth in claim 170, the step of: 

removing the message from the first server when the first server transmits to the sender the 
message and the transaction between the first server and the destination server via the selected one 
of the SMTP pro ocoi and the ESMTP protocol. 



176. In 
recording 
of the first server fend 
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a method as set forth in claim 173, the steps of: 

at the first server the indication of the name of the sender, the name and address 
the name and address of the destination server at the time of the recording at 
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from the first serv 




the first server of the transactions between the fust server and the destination server via the protocol 
selected from the group consisting of the SMTP protocol and the ESMTP protocol, and 

transmittinj ; from the first server to the sender the name of the sender, the name and address 
of the first server apd the name and address of the destination server at the time of the transmission 
to the destination server of the transaction between the first server and the 
destination server ^ia the protocol selected from the group consisting of the SMTP protocol and the 
ESMTP protocolj 

the compsAison at the first server including a comparison of the name of the sender, the name 
and address of the first server and the name and address of the destination server as received by the 
first server from |the sender and as recorded by the first server. 

1 77. L method as set forth in claim 175, the steps of 

recording at the first server the digital fingerprint of the message and transactions between 
the first serverjand the destination server relating to the message from the sender, the transactions 
between the fikt server and the destination server being provided via a protocol selected from the 
group consisti \g of an SMTP protocol and an ESMTP protocol, 

transmi tting from the first server to the sender the message and the digital fingerprint of the 
message and U e transactions between the first server and the destination server via the selected one 
of the SMTP protocol and the ESMTP protocol, 
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comparing at 
the digital fingerprint 



10 



transmitting tye message from the first server to the sender and a digital fingerprint of the 
message at the same time that the first server transmits to the sender the transactions between the 
first server and the < [estination server via the selected one of the SMTP protocol and the ESMTP 
protocol, and 

the first server the recorded digital fingerprints and recorded transactions with 
and the transactions previously transmitted from the first server to the sender 
and subsequently pre vided by the sender to the first server, thereby to authenticate the message 
transmitted by the fin ft server to the sender when there is an correspondence in the comparison. 

1 78. In a m ;thod as set forth in claim 173, the step of: 

recording at tf e first server an indication of the identity of the sender, the identity and the 
address of the first set ver and the identity and address of the destination server at the same time that 
the transactions betw sen the first server and the destination address are recorded at the first server, 
t rom the first server to the sender the identity of the sender, the identity and 
address of the first server and the identity and address of the destination server at the time that the 
message and the transactions between the first server and the destination server are transmitted from 
sender, and 

the first server the identity of the sender, the identity and address of the first 
y and address of the destination server, all as transmitted to the sender and as 
server, at the same time that the other comparisons are made, thereby to 

39 
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authenticate the messagp transmitted by the first server to the sender when there is a correspondence 
in the comparison* 



179. A method of verifying delivery at a first server of an electronic message to a 
destination server for a recipient, including the steps of: 

receiving at thq first server an electronic message from a message sender for routing to the 
destination server, 

5 establishing at/the first server a communication with the destination server, 

transmitting from the first server the electronic message to the destination server with a 
protocol transaction/via a protocol selected from a group consisting of an SMTP protocol and an 



10 



\ ESMTP protocol 

recording aj the first server the protocol transactions between the first server and the 
destination server delating to the message, 

transmitting from the first server to the sender the message and the protocol transactions 
between the first server and the destination server, 



providing 



in the selected on i of the protocols as proof of delivery of the message by the first server to the 



15 



destination server. 
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t the first server a comparison of at least a particular portion of the transactions 



the comparison being provided between the transaction protocol recorded at the 



first server and the - transaction protocol received by the sender from the server. 
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180. A me hod as set forth in claim 178 wherein 
the at least p uticular portion of the transactions provided in the selected protocol to the 
sender is thereafter j rovided by the sender to the first server, and 

ticuiar portion provided in the selected protocol by the sender to the first server 
is compared in the first server with the at least particular portion recorded in the selected protocol 
at the first server tq determine whether the message received by the sender is authentic. 



181. A method as set forth in claim 1 78 wherein 

a digital fingerprint is made of the message at the first server and wherein 

the digital fingerprint is recorded at the first server with the protocol transactions and wherein 



the digital fingerprint is transmitted from the first server to the sender with the message and 
5 the protocol transactions between the first server and the destination server and wherein 

the digit il fingerprint is provided by the sender to the first server with the at least particular 
portion of the t ansactions in the selected protocol, 

182. A method as set forth in claim 1 80 wherein 

the digital fingerprint and the at least particular portion of the transactions provided in the 
selected protocol to the sender are thereafter provided by the sender to the first server and wherein 
the digital fingerprint and the at least particular portion provided in the selected protocol by 
the sender to he first server are compared in the first server with the digital fingerprint and the at 
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least particular portioA recorded in the selected protocol at the first server to determine whether the 
message received by the sender is authentic. 

183. A met lod of verifying at a first server the delivery of an electronic message from the 
first server to a destii ation server for a destination address including the steps of: 

receiving at tf e first server an electronic message from a message sender for routing to the 
destination server* 

transmitting p the destination server for the destination address the electronic message and 
transactions betweefi the first server and the destination server relating to the electronic message via 
a protocol selected/irom the group consisting of an SMTP protocol and an ESMTP protocol, 

recording at the first server the transactions between the first server and the destination server 
via the protocol selected from the group consisting of the SMTP protocol and the ESMTP protocol, 
transmitting to the sender the transactions between the first server and the destination server 
in the selected onfe of the protocols, and 

comparing at the first server the recorded transactions and the transactions previously 
transmitted from the first serveT to the sender and subsequently provided by the sender to the first 
server, thereby to authenticate the message transmitted by the first server to the sender when there 
is an identity in t le comparison. 
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